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Introduction

The advancement of technologies in cyber environment particularly 10T brings up revolution in IT sector that
provides a complete transformation of business environment to raise profit margins. 10T has a power to alter
the business demographics from business models to competitive edge of an enterprise to marketing
strategies. IOT delivers real time benefits. IOT solutions help in better development of industries and
increases productivity and efficiency. For instance, loT-powered medical devices help in improving the
proactive approach to health care sector. IOT application to build connected traffic lights and parking lots
helps to minimize effects of traffic jams in big cities.

loT Security Risks

However, with the great benefits that 10T offer, it also poses some serious security threats too that may prove
crucial in the implementation of loT. Certain IoT security threats such as botnets, DDoS, ransomware, and
social engineering cause serious data breach issues for large enterprises. Today, Attackers are more advanced,
and can easily exploit security vulnerabilities in loT infrastructure to carry out targeted attacks. These attacks
bring a lot of damage at user end keeping their critical information at risk. Hence, there is a dire need for
business leaders to address these security threats to ensure high-end products and uncompromised services
to its consumers.

loT Security Attacks

Security attacks on loT devices and networks have been increasing since 2017 and 2018 with 32.7 million loT
attacks detected in 2018. The need to interconnect devices with each other and with the internet poses great
vulnerability of security control allowing attackers to compromise them by taking control of devices hence,
exploiting the businesses. This is because the loT manufacturers have significantly failed to implement a
proper security system to defend loT devices from remote attacks. In 2018, remote loT attacks increased by
217.5% from the 10.3 million reported by SonicWall in 2017. In 2018, Sonic Wall according to 2019 Cyber

Threat Report recorded around 26 million worldwide phishing attacks.
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Ransomware had been a major threat in 2017 and WannaCry and Petya/Not Petya attacks affected millions of
users worldwide with the number of ransomware attacks increasing to 46% in 2017. With regard to mobile
malware, attacks increased by 54% in 2017. The threats are continually evolving yet businesses continue to
employ traditional security mechanisms.

loT Security Threats

Few loT security threats are discussed below:

Botnet Attacks

Botnet attacks take control over a compromised network of a business to propagate malware through the
network. These attacks on loT devices and interconnected devices in a network including laptops, smart
phones, printers and desktop Pcs can result in system shutdown or confidential data theft.

Denial Of Service

A denial-of-service (DoS) attack aims to slow down or disable a business’s service by creating capacity
overload conditions in the system. These attacks often put a business’s reputation at stake and at large, it
affects a business revenue.

Man-In-The-Middle

In a Man-in-the-Middle (MiTM) attack, the communication channel between two individual systems is
compromised and an attacker is able to intercept messages between them. This communication breach
allows hackers to manipulate the communication channel and with connected IoT devices, these attacks can
even seize the operation.

Data Theft

Data theft is the most common threat encountered by any enterprise. In 2018, million end users suffered due
to data breach and their personal information including credit and debit card login credentials. Data theft in
connected loT devices can provide an attacker with access to the system and thus he can obtain sensitive
information of businesses.

Social Engineering

Social engineering attacks cause end users to give up their sensitive information such as credit card login
details, email passwords and bank account details. Often, these attacks are accompanied with malware
variants. Email phishing is a common threat in which an attacker sends an appealing and convincing email
that entice one to click the malicious link that directs to a compromised website. Social engineering attacks
on loT devices such as wearables that use personally identifiable information (PIl) to personalize device for a
user, can cause user’s personal information to be at risk. Cyber criminals can use this information to carry out
a targeted attack.

NeyworkFort, a Complete Cyber Solution

Regarding vulnerabilities posed by IoT infrastructure, NetworkFort provides a cloud-based solution to defend
enterprises from crucial threats before they become a major crisis. Our product, NeyworkFort, revolutionize
the traditional security mechanism by introducing artificial intelligence-based network intrusion detection
system. Due to its Al feature, NeyworkFort can hunt down the cyber threats in their earliest stages.



NeyworkFort provides defence mechanism against ransomware, DoS, DDoS, VM issues, social engineering
and a wide range of application and software based cyber threats. NeyworkFort completely monitors an
enterprise network for even a minor anomaly using predictive behavioural analytics and responds to threats
in least time.
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