
 
 
Countering DNS Exfiltration with 
NetworkFort 

1. Domain Name System (DNS) 
There are multiple backdoors and pathways that hackers can exploit for access to data but 
the one very common nowadays that is often overlooked is the DNS which is short for 
Domain Name System. There has been a recent spike in DNS attacks on devices that have 
been infected by malware or rogue employees for access to data. 
 
DNS acts as the phonebook for the internet, a sort of yellow page in other words. The DNS 
turns domain names of any online service into an IP address. Every device connected to the 
internet has its own IP address, which is used by other devices to locate the device. DNS 
servers allow users to assign normal word characters as the address of the website or 
service without having to memorise the entire IP address for each new page they open or 
make.   

2. DNS Attack 
Attackers have figured out how to use DNS requests to steal data and send commands to 
computers they control. The attackers use the opportunity to attack the DNS and establish a 
command and control (C2). Then the attacker gains control over the system and controls it 
by sending commands to systems by using malware and can easily extract or steal the data 
from the targeted network. The attackers then get data or make changes, move data or 
unauthorised removal of data can be done. A DNS attack happens when a hacker or 
attacker exploits the vulnerabilities in the Domain Naming System service. 

Because employees access lots of stuff on the internet and generate lots of DNS enquiries. 
Without DNS lots of stuff would break, so corporate networks allowed DNS requests and 
attackers now use DNS to sneak data and commands in and out of them. 
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3. Data Exfiltration Vs DNS Exfiltration 
A common data exfiltration definition is the 
theft or unauthorised removal or movement 
of any data from a device. Data exfiltration 
typically involves a cybercriminal stealing 
data from personal or corporate devices, 
such as computers and mobile phones, 
through various cyber-attack methods.  

DNS data exfiltration is a way to exchange 
data between two computers without any 
direct connection. The data is exchanged 
through DNS protocol on intermediate DNS 
servers. During the exfiltration phase, the 
client makes a DNS resolution request to an 
external DNS server address 

 4. Data Exfiltration by DNS Tunnelling 
DNS tunnelling uses the DNS protocol to tunnel malware and exfiltrate the data. Attackers 
set up a server on which malware is running and a domain that points to it. Using a server 
that has been infected with malware, the attacker searches for the attacker-controlled 
domain. The DNS resolver creates a tunnel between the attacker and their target when it 
routes the query, allowing them to obtain data, remotely control the host, or otherwise carry 
out the attack. This can be done by using different tools such as dnscat2, dnsteal, etc. 

 

DNS Tunnelling For Data Exfiltration 

5. Port Used In DNS Exfiltration Attack  
Port 53 is often open on most systems. This port is used to transmit DNS queries. DNS has 
always been designed to use both UDP and TCP port 53. But it uses UDP by default.  Port 
53 is used by DNS. This port is usually always open on systems. This port is used to 
transmit DNS queries. DNS has always been designed to use both UDP and TCP port 53. 
But by default it uses UDP port 53 but sometimes when the packet size is too large it cannot 
be transmitted over UDP than DNS uses TCP port 53 to transmit queries. Therefore when 
the packet is too large to push through a single UDP packet then TCP comes into action.  
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6. DNS Exfiltration a Weak Link In Cyber 
Security 
Based on the vulnerabilities within DNS, cybercriminals can launch DNS-based attacks 
using a variety of methods. Phishing was the most common DNS-related attack method 
used in 2019, cited by 39% of the respondents. DNS-based malware was second, listed by 
34% of those polled. Other common attack methods included Distributed Denial-of-Service 
(DDoS) attacks (27%), DNS amplification (21%), false positive triggering (19%), and DNS 
tunnelling (17%). A security survey of businesses in North America and Europe on their DNS 
revealed the following: 

●​ 46 percent of respondents experienced DNS exfiltration 
●​ 45 percent experienced DNS tunnelling. 

 

7.  NetworkFort Solution 
 
Network Fort which employs the use of Machine Learning and Artificial Intelligence to detect 
these attacks. There are two ways by which NF can detect the DNS Exfiltration attack.  
 
Payload Analysis: Payload analysis helps us to detect malicious code by analysing the 
payload packets flowing through the network. If there is any anomaly found in the payload of 
packets, it is much easier to figure out the kind and intent of the malicious attack and by 
doing so, the creation of a tunnel can be prevented to avoid data exfiltration. 
 
Traffic Analysis: Traffic analysis utilises information such as geographics, the amount of 
requests made, previously known history of the domain to segregate normal traffic from any 
anomaly in traffic. For instance, for network detection and response, machine learning is 
employed to set a baseline for what normal DNS behaviour looks like in any given 
environment, then provides alerts and prompts for anomalous behaviour that could signify an 
attack.  

Preventive Measures For DNS Exfiltration Which are Considered 
While Developing NetworkFort Tool  

1.​ The tool should be designed such that it identifies both, more complex data 
extraction techniques and attacks based on preconfigured toolkits. 

2.​ To avoid the possession of data, a tool must be installed that blacklists the 
destinations which are to extract data. This activity must be done on a regular basis. 

3.​ A DNS firewall should be configured and designed such that it quickly identifies any 
intrusion. A firewall serves as a pathway for exfiltration. 

4.​ Users will make more viable security decisions when a DNS solution provides 
real-time analytics that examines any unusual queries and patterns. Tracking the 
state of the network by the DNS protected solution is more efficient.  
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Conclusion 
To prevent your organisation from the harmful effects of DNS Exfiltration attacks, which are 
getting more popular nowadays, there is a solution in the form of a tool called  NetworkFort. 
It is a great solution that protects your data from hackers. NetworkFort deploys AI algorithms 
and machine learning techniques to provide the greatest level of visibility with increased 
insight into the entire cyber security system.  
 

Company Info 
Website https://www.networkfort.com/ 
Address 16715 NE 107th Street Redmond WA 98052 
Phone Number 1-410-603-4767 
E-mail address: info@networkfort.com 
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